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Introduction

Terminology

When applicable, this review uses the terminology of the standard. However, the standard formal terminology is insufficient for the purposes of this document. The following terms should complement those of the standard:

Customer: a unit, such as a hospital unit or a family unit (for home applications), which is responsible for the patient safety, and is authorized to set the safety requirements from the alarm system.

User: a clinical caregiver (e.g., a member of the medical team) who besides treating the patients, also needs to operate the alarm system and to be alerted in cases when the patient needs special attention.

Safety administrator: a role in the responsible organization, in charge of assuring the patient safety in the installation and operation of the alarm system.

Relevant alarm: an alarm occurring when the users need to learn about the patient needing special attention.

False alarm: an alarm occurring when the patient does not need special attention

Nuisance alarm: an alarm occurring when the users are already aware of the patient needing a special treatment.
Irrelevant alarm: alarm which is either false or a nuisance.

Methodology – why use scenarios
A standard regarding safety is effective if it describes all known risks, and also means to avoid these risks. The best way to go over all the risks is by operational scenarios. Subclause 6.3.3.1 – Characteristics of auditory ALARM SIGNALS of the standard requires that usability testing is based on use scenarios:

USABILITY test protocols should include frequent USE SCENARIOS and critical USE SCENARIOS. 
In this document, use scenarios are used also to test the effectiveness of the standard. 

In the interaction with key features of the alarm system, the system behavior should depend on the particular operational situation. For example, the procedure of attaching the system to a patient involves resetting the patient data if and only if the patient has been replaced.

Another example is of alarming about a second alarm condition, when the users are already treating the patient, should be different from that of a first alarm condition, when the users are still not aware that the patient needs any special attention. 
Another example is of reminder signals, which should depend not only on the user’s awareness of the alarm activation state, but also on the purpose of the reminder signals: reminding the users to examine the effect of treatment should not be the same as reminding about the sound being disabled. Also, the user’s selection of the controls for disabling the sound in emergency should be different from that in setting the alarm for post-treatment supervision. 
In order to evaluate the effectiveness of the standard regarding the failure modes, we need to examine the features in their operational context. The framework for describing the operational context here is the operational activities in typical operational scenarios. 
Scenario presentation

The framework for this critical review consists of layers of scenarios. On top, we have the common operational modes: installation, patient-related routine and learning from the experience of using the system. The next layer defines the patient-related sub-modes: assigning the system to a patient and running monitoring sessions. The third layer defines session sub-modes: attaching the system to the patient, monitoring, emergency operation, post-treatment supervision and detaching the system from the patient.
This section describes the operational modes, and presents a tree-view of the operational activities. 
Common Operational Modes

This section describes the common operational modes (COM), as follows:

1. COM-Install: This mode hosts activities typical to installation of new alarm systems, including configuring the alarm system, and educating and training the medical team to use the system. 

2. COM-Patient-Routine: This main mode consists of cycles, each hosting modes and activities involving a single patient, which are typical to routine operation: from the assignment of the system to a new patient, through monitoring session management, until the releasing of the system.

3. COM-Improve: This mode hosts activities aimed at continuously improving the ways the alarm system is being used, by continuous examination of the rate of irrelevant alarms, by capturing incidents to prevent potential mishaps, and by learning from accidents

The COM-Patient-Routine mode

The COM-Patient-Routine mode consists of monitoring sessions, each hosting the following sub-modes:

1. COSM-Assign: This sub-mode is used to reset the patient parameters. It is useful in installations, such as at home, in which the system is assigned to a patient for more than one session, and the patient parameters should be preserved between sessions. 

2. COSM-Session: This sub-mode consists of cycles, each hosting modes and activities typical to a monitoring session, from the detachment of the system to the patient, through monitoring the patient situation and adjusting the alarm parameters, until the detachment of the system from the patient.

3. COSM-Release: This sub-mode is optional. It may be used to reset the patient parameter before changing to another patient. 
The COSM-Session sub mode

The COSM-Session mode consists of cycles monitoring sessions, each hosting the following sub-modes:

1. COSM-Attach: This sub-mode is used for connecting the sensors to the patient, until the activation of the alarms for monitoring. 
2. COSM-Monitor: This sub-mode is used for monitoring the patent while not in any alarm condition. It is terminated by entering an alarm condition or by detaching the system from the patient.
3. COSM-Emergency: This sub-mode is used for the examination of the alarm condition and for monitoring additional alarm conditions upon entering an alarm condition. It is assumed that the users’ performance of these activities is best when sound alarm is disabled.
4. COSM-Supervise: This sub-mode is used for enabling silent supervision of the patient when still in an alarm condition, following a treatment.
5. COSM-Detach: This sub-mode is used for disconnecting the sensors from the patient when terminating the session.
Operational Activities
This section describes operational activities (OA) typical to each mode. Operational activities describe the interaction between user activities, typically described in the user task specification documents, and system activities, which are typically described in the system specification documents. 
The operational activity tree 
The common operational routines consist of sequences of simple operational activities, presented here in a tree structure, as follows:

· COM-Install: activities employed during the installation of a new alarm system
1. COSM-Config: adapting the alarm parameters to the customer needs
a. OA-Single-Alarm-Preset

i. OA-Alarm-Generation-Preset

ii. OA-Reminder-Control

iii. OA-Sound-Control-Preset

b. OA-Multiple-Alarm-Preset

2. COSM-Educate: teaching the medical team how to use the system
c. OA-Instructions

3. COSM-Train: training the users to recognize the various alarm conditions
· COM-Patient-Routine: activities employed for monitoring a patient
1. COSM-Assign: setting alarm parameters for a particular patient
2. COSM-Session: a monitoring cycle
a. COSM-Attach: attaching the system to the patient, including:
iv. OA-Connect: connect the sensors to the patient 

v. OA-Test: verify that the sensors are functional and that the measurements are reliable

vi. OA-Reattach: after detaching temporarily for other treatments …

vii. OA-Activate: activate the alarms for routine monitoring

viii. OA-Initialize: mute when initially in an alarm condition

ix. OA-Apply-Preset-Limits: apply the common, preset alarm limits to the particular patient.

x. OA-Adjust-Limits: optionally, adjust the alarm limits to the particular patient.

b. COSM-Monitor: supervise the patient, while treating other patients

c. COSM-Emergency: emergency activities.

i. OA-Alert: system activity, generate an alarm
· OA-Visual-Mode: for patients in low risk
· OA-Sound-Mode: for patients in medium or high risk
ii. OA-Notice: user activity, hear and notice the alarm
iii. OA-Recognize: perceive and recognize the urgency of the alarm
· OA-Learning: to enable cognitive perception

· OA-Intuitivity: sensational perception

iv. OA-Mute: disable the alarm sound to enable efficient treatment

v. OA-Examine: identify the sensors that triggered the alarm
· QA-Multi-Alarm: notify about a second alarm condition
vi. OA-Treat: provide treatment to the patient
vii. OA-End-Emergency:  reactivate the alarms
d. COSM-Supervise: watch that the patient is getting better after treatment 
i. OA-Reminder: the system reminds about the sound and the patient
ii. OA-Reminder-Timer: set supervisory check time
iii. OA-Extra-Alarm: alert on changes in the alarm conditions
iv. OA-End-Supervision: resume normal monitoring when no need for supervision.

e. COSM-Detach: enable additional treatments, nursing etc.
3. COSM-Release: release the system to enable monitoring other patients.
· COM-Improve: learning from the experience gained in using the system
1. OA-Risk-Control: continuous examination of the rate of irrelevant alarms

2. OA-Incident: capturing situations of ‘almost accidents’ 

3. OA-Accident: learning from mishaps
COM-Install

Installation routines described here include configuration management, educating and training the medical team about the proper ways to use the system. This section describes risks resulting from non-optimal operation activities at the installation stage. 
COSM-Config
The way the alarms are generated and controlled should depend on the patient attribute and situation. The dependency is determined by customizing alarm parameters, such as the timing and characteristics of the system alarms, and the way the users may control the sound: For example, reminding the users about muted alarms in ICU may be visual, by reminder lights, while in home monitoring, the safer option may be by sound. This section describes first risks in single alarm presets and then in multiple alarm presets.
OA-Single-Alarm-Preset

General risks in single alarm presets described here are:

· Setting errors

· Organizational biases

· Overwriting the manufacturer presets

· Overwriting the organizational presets.
Besides the general risks there are risks of specific operation activities:
· Alarm generation

· Reminder control

· Sound control preset

Risk: Setting errors
In emergency, the users of the alarm system might set wrong parameters, such as:

· Setting the extreme values of alarm limits, resulting in missing warnings about patient risky situations

· Setting too protective alarm limits, resulting in high rate of false alarms

· Setting the sound off when the patient is unattended

· Setting the sound on when in emergency treatment, resulting in nuisance.

To help the users set the proper parameter values, the behavior of alarm systems should be provided with default alarm presets. Rather than entering or setting the limits and controls, the user needs only to reset the alarm system, using simple, easy to operate means.

Risk: Organizational biases
Safety administrators who define the organization-configured alarm preset are typically biased. Typically, they are threatened by the possibility that the system might fail to alert more than by misses due to irrelevant alarms. According to their own, unconscious interest, they typically minimize the risks of missed alarms, disregarding the high risks due to nuisance and false alarms (e.g. Decker, 2008). 

To counter balance the organizational bias, the system may prevent over protection from missed alarms. For example, the system may limit the range of alarm limits so that they do not generate excessive irrelevant alarms.

Risk: Overwriting the manufacturer preset

If the safety administrators change the manufacturer preset, then they might not be able to return the original values on reset, and they might not realize that it has been reset by the technical support.

To enforce full control of the safety administrator over the alarm preset, the alarm system may be provided with organization-configured alarm preset, and the safety administrator should be able to affect this preset only.
Risk: Overwriting the organizational preset

If the users change the organizational preset, then they might apply the wrong preset when connecting the system to a next patient. 

To ensure that the users can apply only the preset set by the safety administrator, the system should not enable changing the organization preset in normal operation.
OA-Alarm-Generation-Preset
The common method used to control the generation of alarms is by alarm limits of a user parameter. Parameters used to define alarm conditions may be physical measurements or computed attributes. The users may need to set these alarm limits when the patient is connected to the system, and when the patient situation changes.  
Risk: Too protective alarm preset

To reduce the organizational risks, the responsible organizations might preset too protective alarm limits, resulting in boundary alarm conditions that disturb the users in monitoring and supervision.

To ensure that the responsible organizations preset proper alarm limits, the limits may be expressed in terms of percentage of the exception in the normal population, and the percentage of exceptions may be restricted.  

Risk: Configuration change due to power failure
Automatic setting of default setup data following an intermittent power failure might result in undesired default configuration, of which the users are not aware.
To prevent such mishaps, the system should preserve its setup data in events of power failure.
Risk: Changing the operational context
When moving the alarm system from one department to another, the configuration may need to change. The risk is that the system administrators forget to reconfigure the system, and the users are not aware of the need to reconfigure the system, and consequently the system might operation with the wrong setup.

To prevent such mishaps, the appearance of the alarm system shall enable identification of the operational context. 

OA-Reminder-Control

OA-Sound-Control-Preset
After the users have noticed the alarm they typically need to stop the sound, to avoid the nuisance while examining and treating the patient. Typically, the system provides more than one means to stop the sound. All of these means may be equally safe for the immediate needs. However, one of muting controls may be safer than the others during the treatment, or when the patient recovers after the treatment. In emergency, the users should work fast, and should not care about subsequent results of stopping the sound. Later, they might forget to re-enable the sound.

Sound control preset is a means to enforce choosing the safest control for stopping the sound, in typical emergency situations.  

Risk: choosing the wrong sound control preset

The responsible organization might not be aware of the implications of all the options, and apply a risky preset.

To enforce safe presetting, the manufacturer may avoid providing default preset of behavior that depends on the type of customer. To help the organization choose the proper presetting, the manufacturer should provide explanations about the implications of choosing each of the options.

Risk: Latching

Risk: Too protective reminders

OA-Multiple-Alarm-Preset

The risks of multiple alarm presets described here include:
Risk: Variant default alarm preset 
Certain patient parameters depend on patient attributes, such as age, gender or weight. For example, an alarm system installed in a unit treating young children should be provided with special preset parameters. Users may be able to adjust the parameters to the patient attribute, but might make errors when in emergency operation. 

In order to avoid such errors, the alarm system may enable the safety administrator to configure several default alarm presets. Subsequently, the users may select an alarm preset from a list of the default presets, and apply the selected preset for a particular patient.  

Risk: Reset errors due to changing clinical unit
Suppose that an alarm system is relocated from one hospital unit to another unit. Because this is not a routine procedure, the users might not notice that the preset parameters are of the wrong population.

To help the organization avoid mishaps due to using wrong preset parameters, the alarm system may provide indication of the active configuration. 

COSM-Educate

Typically, alarm systems are delivered with operational documentation, describing the features and properties of the system, and instructions of using it. Typically, the users are expected to read the documentation and to operate the system and respond to the alarms according to the instructions of use.

OA-Instructions

The contribution of the instructions of use to the patient safety is quite limited. First, most users expect that they should never need to read the instructions, and therefore they do not read them in the first place. Second, warnings provide little protection from user errors. Even if the users are told about the risk of extreme values, when they are busy treating a patient in hazard, they might fail to set proper alarm thresholds. 

However, the instructions of use are useful in case of accident. In such cases, the organization can accuse the users for not following some details of the instructions. This enables the responsible organization to discharge the public pressure to pay penalties to compensate the victims, or to purchase better monitors, which can prevent similar accidents. However, the standard should not contribute to helping the organization in compromising the patient safety.

To help the users know what to do, the manufacturer should provide easy access to all the information required for proper decision making when in stress. Therefore, the operational instructions should be integrated in the alarm system, enabling direct access from the operational activities.

Risk: Limited education time

Typically, the documentation have many details relevant to assuring the patient safety. Consequently, the responsible organization might fail to guarantee that all the users have all the time required to read and learn all these details. 

Risk: Limited knowledge retention

Many of the details in the operational documentation are applicable to exceptional situations, and consequently, the users might forget them after some regular operation. The responsible organization might not be able to guarantee that all the users remember all the details, which were not required in normal operational conditions.

Risk: Limited access to the operational documentation

In emergency, the users do not have sufficient time to find and read the information required for understanding the system codes, symbols and hidden features. Consequently, in emergency the users may not know or understand important details about the patient situation.

To help the users know what to do, the manufacturer should provide easy access to all the information required for proper decision making. The operational instructions may be part of the alarm system, directly accessible from the operational procedures.
Risk: Operational workload

If there are too many instructions that the users need to remember, their working memory is overloaded with information, which competes with the information required to solve other problems related to the patient safety.

To reduce operational workload, the instructions for use should be integrated in the alarm system, and brought forth at the user’s request.

Risk: Users mistakes 

Typically, many users do not read the instructions for use, and those who read the instructions do not remember all the instructions. Later, in emergency, they do not have the time required to reread the instructions. 
To help the users take the proper actions, the system information may include explanations and guidance about the way the system should be used.
Also, to avoid user mistakes when in stress, the responsible organization typically preset the alarm parameters to safe default values.

Risk: Users unintentional errors 

The Usability Variant of Murphy’s law states that users cannot avoid making errors that the system enables. If the system enables the user error, eventually, one of the users will commit this error. Risky user actions that the system enables are traps. Eventually, a user might fall in one of these traps. 
The system should avoid posing traps to the users. A user action may be available in a particular scenario only if it is applicable and is not risky at the particular scenario.

COSM-Train

If the system alarms are not designed to assure immediate, reliable perception of the patient situation, then the users should be trained for this.

Risk: wrong perception of the patient situation

The responsible organization might fail to guarantee that all the users have sufficient training.

To help the responsible organization train the users to perceive the patient situation correctly, the system may be provided with built-in training features, enabling the users to practice the alarms in various conditions. 
COM-Patient-Routine
This section describes risks resulting from non-optimal activities of regular operational procedures. 
Operational scenarios

Two main operational scenarios are considered:

1. Emergency operation: the users attach the system to a patient in order to examine medical parameters

2. Routine operation: the users attach the system to a patient mainly in order to be alerted about deterioration in the patient situation. 
Accordingly, two main user routines are considered: monitoring and examination. 

Hazard assessment

The risks that the standard should minimize are about improper behavior of the medical team in situations in which the patient needs special attention. The user faults associated with these risks are:

1. The user failure to notice deterioration in the patient situation

2. The user failure to perceive properly the medical parameters.

Common faults

The common faults examined here are attributed to the system and the users.

· A system fault is an instance of hardware malfunctioning or improper reset following a hardware fault. The hardware malfunctioning may be  of the power supply, a sensor measuring a patient parameter, the sound or any of the indication lights

· A user fault is an error in operating the alarm system in a way that introduces additional risk to the patient.

Common risks

The common risks are of failure to complete successfully routine operational procedures. Three common risks analyzed here are:
· System failure to alert about a patient fault

· User failure to respond properly to an alarm signal 

· System failure to respond gracefully to a user error.
Main activities

The patient-related routine includes the following activities:
1. OA-Assign: set the alarm parameters for a particular patient

2. OA-Attach: Attach the system to the patient

3. OA-Monitor: Notice the alarms and provide treatment
4. OA-Emergency: emergency activities

5. OA-Recovery: supervising the patient situation after treatment 

6. OA-Detach: enable additional treatments, nursing etc.

7. OA-Release: release the system for monitoring other patients.

The risks involved in these activities are now described.

COSM-Assign 
In the first time that the alarm system is attached to a patient, the user needs to reset the patient data, so that they do not include any of those of the previous patient.  
Risk: Forgetting to reset the patient alarm parameters 
The users might forget to reset the alarm settings when connected to a new patient, resulting in using alarm settings of a previous patient.
To remind the users to assign the system to the new patient, the system should provide salient indication of the patient identity 
COSM-Session

This sub-mode includes the operational activities involved in a monitoring session. The activities are presented by the following sub-modes of COSM-Sessions described above.  
COSM-Attach

Suppose that the patient situation is stable and under control, and the parameters are such that the system is not in an alarm condition. 

Risk: incomplete attachment

Suppose that the attachment of the system to the patient was interrupted, and the users forgot to complete the attachment procedure.

To remind the users that they did not complete the attachment, the system should indicate the state of all the sensors used with the alarm system.
To enable monitoring the patient situation, the user needs to connect the sensors to the patient, and then to test, to verify that the sensors are functional and that the measurements are reliable, as follows:

OA-Connect

The first attachment activity is to connect the sensors to the patient.
Risk: forgetting to connect the sensors to the patient

When in stress, the users might forget to connect the sensors to the patient. Subsequently, the users might not notice when the patient situation deteriorates.

To avoid such mishaps, the system should provide salient indication about the sensors that are not connected.
OA-Test

Verify that the sensors are functional and that the measurements are reliable
Risk: sensor poor contact 
Medical measurements are sensitive to the quality of contact to the patient body. In case of poor contact, the measurements are wrong, which might result in false alarms.

To avoid false alarms due to poor contact, the system should provide warning about fluctuating measurements.
OA-Reattach

The first attachment, following the patient assignment, involves resetting of the patient parameters. However, when reattaching the patient, if the system is not in an alarm condition, then the alarm parameters should remain the same.   

Risk: Unintentional resetting of the patient parameters

If the feature of resetting the patient alarm parameters is integrated in the attachment procedure, the users might reset the alarm parameters during re-attachment. Later, the patient might be monitored with the default, instead of the adjusted parameters.

Also, they might not notice that the patient setup parameters have changed. Subsequently, the system might miss emergency alarms, or generate nuisance alarms.

To avoid such mishaps, the alarm patient settings should be isolated from the controls used during attaching the system to the patient, and protected from unintentional actuation.
OA-Activate

Activate the alarms – for routine monitoring

Risk: overlooking the inactivation state

The users might forget to activate the alarms.

To help the users remember to activate the alarms, the system may remind them either visually, using a special indication, or by sound, using reminder signals.

Risk: disabled reminder

Reminder signals are disturbing, and the responsible organization might disable them altogether.

To ensure effective reminder signals, two types of reminders should be distinguished from each other: reminders about initial activation, vs. reminders about muting the alarm in emergency.
OA-Initialize

Risk: disturbing alarms

Suppose that the patient is in an alarm condition right at the initial attachment. In this case, the alarm system alerts right at the attachment, which is typically disturbing. 

To avoid the nuisance of activation when attaching in an alarm condition, the users should be able to adjust the alarm limits, to accommodate the patient’s current parameters.

OA-Adjust-Limits

Patients are not all the same. The alarm limits are normally set to accommodate most of the relevant population, not all the population. 

To enable monitoring of patients with exceptional conditions, the system should enable the users to adjust the limits for the particular patient.

This section discusses risks of setting the wrong alarm limits, when such adjustments are required:

· Applying limits of a wrong population

· Accommodating exceptional conditions

· Applying limits of a previous patient

Risk: Applying preset alarm limits in exceptional conditions

The users might be unaware of the need or the system capability to adjust the alarm limits.

The users should be instructed and trained to adjust the alarm limits, and the system design should enable fast and easy recognition of this capability.
Risk: Setting improper alarm limits

The users might choose the wrong alarm limits.

To help the users choosing the proper limits, the system may set default alarm limits for the patient.

Risk: User error in setting the alarm limits

If the alarm limits are difficult to adjust, the users might set the erroneous limits.

To ensure that the temporary alarm limits are adjusted to the particular patient, the system may compute the limits, based on preset values and adjustment to the patient’s parameters. The new limits may be set either automatically or in response to the user’s confirmation.

Risk: Disregarding the alarm limits

If the alarm limits are too difficult to adjust, or the adjustment is error prone, or requires too much time and attention, the users might avoid the adjustment, or adjust them carelessly, or prefer to totally disable the alarm, thereof preventing subsequent alarm signals.

To ensure that the temporary alarm limits are set properly, the system may compute the desired alarm limits and either set them automatically, or propose them for manual setting. In the latter case, the system should provide means for seamless adjust of the temporary alarm limits.

Risk: Forgetting to resume original limits

When the alarm condition is terminated, the users might forget to return the limit back to its original preset value.

To ensure that the alarm limit is back to normal, the system may either reset it automatically for the user, or prompt the user to confirm resetting the alarm. 
COSM-Monitor

When finished with the connection and setting the alarm system, the users may shift to other patient. The alarm system should alert if and only if the patient situation deteriorates.

Risk: missing alert on patient situation deterioration

The system might not provide an alarm signal, or the users might fail to notice the alarm signal, when the patient needs special attention. This might be the result of excessive irrelevant alarms. The users might respond to irrelevant alarms by turning the alarm off or by changing the alarm limits. Subsequently, they might forget that the alarm has been disabled, and consequently they might be unaware of the patient’s situation. 

To help the users know about risky patient situations, the system should continuously check that the system generates sound, and the sound should be designed such that the users notice it.
Risk: False alarms
False alarms result in desensitization of the medical team to real alarms, namely, when the patient is in real risky situation. Line 8922 of HEN136R2 points that 

… medical professionals are forced to work in environments that are filled with false alarm signals – false alarm signals that can distract the recipients from important tasks, that cause the recipients to ignore alarm signals when they are relevant, and that can create a great deal of annoyance.
Sources of false alarms

· Improper setting of the alarm limits: False alarms result from attempting to avoid situations of missed alarms. 

· Sensor feeble connection.

To avoid the first type of false alarms, the system may guide the users set proper alarm limits. To avoid the second type of false alarms, the system may check the measurements and notify the users when they are not stable.

Transient alarm conditions

The alarm system should alert if and only if the patient situation deteriorates. Therefore, the rate of missed alarms should be balanced with that of false alarms.

Consider the case of a patient with a certain parameter crossing slightly an alarm limit, resulting in the alarm starting to sound. According to the definition above, the condition becomes nuisance at the moment when the operator becomes aware of the situation. However, according to the description, the condition becomes nuisance only if the operator concludes that the situation is not risky.

When in the boundaries of alarm conditions, alarm systems might generate nuisance signals. Assume a sensor providing measurements varying around an alarm limit. In this case, the alarm condition may fluctuate according to changes in the measurements. Each time the measurement crosses the boundary from ‘normal’ to an alarm condition, an alarm signal is generated. Each time the measurement returns to ‘normal’, the alarm condition is cancelled, enabling generating new alarm signals. Typically, the first signal is real, informative alarm, but subsequent signals are disturbing and distracting. 

To mitigate the risks of transient alarm conditions, the system should continuously record the patient parameters and the operational activity and calculate statistics of rates of false alarms. The alarm limit should change when the rate of false alarm exceeds a threshold based on human factors.

COSM-Emergency

Suppose that the system has been attached to the patient, and that the patient situation is stable, and not in an alarm condition. In these conditions, the users may use the alarm system to monitor the patient situation, namely, to supervise the patient, while treating other patients

In emergency, the system may be attached to a patient when at least one of the parameters is in an alarm condition. A typical emergency routine may include the following activities:

1. OA-Alert: The system alerts in case of risk to the patient safety

2. OA-Notice: The users notice alarms in case of patient fault

3. OA-Recognize: The users perceive the proper urgency level

4. OA-Mute: disable the alarm sound to enable efficient treatment

5. OA-Examine: The users identifies the source for the patient situation

6. OA-Treat: The users treat the patient

7. OA-Resume: repeat OA-Attach and OA-Monitor activities

OA-Alert 

The system operational activity is to alert in case of risk to the patient safety. The risks introduced by that alarm system are when the system is turned off, the sensors do not generate signals, the speakers are disconnected, or the sound is too weak.
Risk: The system might be turned off
Among the failures, we should consider those of turning the system off, for various reasons, such as:

· For maintenance

· To enable discussion and safe treatment 

· Curious kids visiting the patient

To prevent such mishaps, the system should continuously provide visual indication that it is on.
Risk: The alarm might be disabled

The alarm might be disabled for various reasons:

· For maintenance

· Forgetting to enable on attaching to a patient 

· To enable discussion and safe treatment 

· Curious kids visiting the patient

For example, suppose that when the alarm system was attached to the patient, the patient was in an alarm condition. Assume that in order to avoid the nuisance during the treatment, the user disabled the alarm. Assume also that to avoid the nuisance of the reminder signal during the treatment, the user has muting it as well. Assume that soon after treating the patient the patient parameter that raised the alarm still remained in an alarm condition, and therefore the user did not enable the alarm or the reminder signal. Then, the user is busy treating other patients, and forgets that the alarm of the first patient is still muted.

To prevent such mishaps, the system should continuously provide visual indication of the alarm activation state.
Risk: The sensors might not generate alarms
The users might not be aware that the sensors do not generate alarms.

To help the users realize when the sensors do not generate alarms, the system should continuously test that the sensors generate measurements, and that the measurements comply with rules of normal behavior.

Risk: The measurements might be wrong

The sensors may be connected lousily, or may transmit wrong values.

To enable detection of sensor malfunction, the system may check that the measurements are stable.
Risk: The system might not generate sound
The audio system might fail, or the speakers might be disconnected.

To prevent such mishaps, the system may continuously generate test sound and check that the test sound is audible.
Risk: Background noise

The sound might be too weak to attract the user’s attention. 

To help the users hear the sound, the system should test the background noise and adjust the level of the alarm sound so that it is audible in the background noise.

OA-Notice

Assume that in case of risk to the patient safety, the system generates audible sound alarms. The users’ operational activity is to notice the sound alarms.
Risk: Disregarding the alarm

The users might be busy doing other tasks, such as treating other patients, and my not notice the alarm.
To ensure that the users regard the alarm, the sound should be designed to according to principles of human risk perception (e.g., Harel, 2006).

Risk: irrelevant alarms

The system might generate irrelevant alarms, resulting in the users being alerted while they shouldn’t. As a result, the users get desensitized: they do not rely on the alarms, and consequently they do not respond properly to subsequent relevant alarms.

Types of irrelevant alarms include:

· False alarms: by too protective initial alarm limits or by sensory fluctuations

· Nuisance alarms: when the users are not authorized to set the alarm limits, or in case of multiple, redundant alarm conditions.
To ensure that the users respond to alarms, the probability for irrelevant alarms should be optimizes so that it does not generate too much nuisance, but in the same time it generates sufficient alarms so that the users know that it is operative, and they have the chance to practice its operation.

To control the rate of irrelevant alarms, the system may incorporate a means to record the alarm conditions and to gather statistics about the rate of irrelevant alarms. To identify the irrelevant alarms, the alarm system may be provided with a means to distinguish between the kinds of alarms, for example, by patterns of the user’s response to the alarms. The control may be either by automatic adjustment according to predefined thresholds of acceptable rate of irrelevant alarms.
This section describes the following scenarios involving false alarms:

· Too protective alarm limits

· Organizational default alarm limits

· Adjusting the alarm limits

· Multiple redundant alarm conditions

Nuisance generators

Nuisance results from attempting to avoid situations of missed alarms. This section describes the following scenarios involving alarm nuisance:

· Attaching when in an alarm condition

· Repeated alarms during and after the treatment

· Transient alarm conditions

· Reminder signals after muting the sound alarms

· Repeated false alarms

Risk: sound interference 
Jacobson and Murray (2006) asserted that sometimes, it can be hard to distinguish between alarm signals and other sounds in hospitals and ambulances. 

To prevent such mishaps, the system should enable selection of sounds, to enable distinction from other hospital sounds.

OA-Recognize

The users need to be alerted according the risk to the patient safety, so that they recognize the urgency level.
Risk: The users might misinterpret the urgency level

The users might not perceive properly the urgency level, and therefore they might not respond properly. If the users perceive lower urgency level, they might respond too slowly. On the other hand, if they perceive higher urgency level, they might later realize that they set the wrong priority, and consequently, they might mistrust the system alarms.
To avoid such mishaps, the alarm sounds should be easy to recognize, and the recognition should require only minimal training. 

Risk: The user might misclassify the alarm condition

The users might not identify properly the patient parameters involved in the alarm condition. As a result, they might waste time identifying the right parameters, or they might apply the wrong treatment.
Task analysis may suggest that situation awareness is a two stage mental process, in which emergency recognition is an early task, followed by situation perception. 

Types of urgency perception

To evaluate the effectiveness of the standard in insuring the user’s capability to recognize the urgency level, we need to distinguish between two types of urgency perception: 

· Cognitive perception – achieved by learning the signals

· Emotional perception – achieved intuitively, by sensation.

OA-Learning

Cognitive perception requires learning and training. Following a learning session, people may be able to associate the sound with a situation. However, it should be questioned whether such association remains in stress situations. 

OA-Intuitivity

Emotional urgency perception is instinctive. It may be achieved by mimic of natural warning voices. Nature provides many examples of efficient urgency perception. Natural warning voices have unique features, consisting of three to four equally spaced, equally pitched, sharp tones. The urgency level of warning voices is correlated the pitch, the frequency, the sharpness and the loudness of the alarm signals to the emergency level. The effect of such voices is a sense of inconvenience (Harel, 2006). 

OA-Mute

To enable efficient and safe examination of the patient situation, and to avoid errors, the users often need to disable the sound. They can do it by muting the alarm explicitly, or by manipulating the alarm limits. Also, they can disable it indefinitely, or temporarily. 
Risk: Indefinite muting 

Suppose that the user chose to disable the alarm explicitly. In this case, they might not remember to re-enable the alarm, and subsequently they might not be aware of changes in the patient situation.

To avoid such mishaps, the users should be able to disable the sound temporarily.

Risk: Temporary muting

Suppose that after stopping the alarm, the patient’s situation deteriorates during the treatment. The deterioration may be indicated by a new alarm condition. However, if the user has activated any of the four states above (audio/alarm, off/pause), they might not be aware of the new alarm condition.

Therefore, a better approach should be to still enable the alarms, and to effectually disable it only for the current situation, by adjusting the alarm limits so that they accommodate the current measurements.
OA-Examine

The user identifies the source for the patient situation. In typical multi-sensory monitoring, this is an exploratory user activity, consisting of two views:

1. An overview: the user ‘drills-down’ and shifts the focus of attention to a particular medical parameter

2. A detail view: The user explores and evaluates the selected parameter.

While the users examine the patient, the alarm may be disabled, and the system may be in an alarm condition. 
Risk: identification difficulties
The users might waste time trying to find the sensor that triggered the alarm.  

To enable fast and easy identification of the alerting sensor, the system should provide a salient, perceivable indication of the sensor that triggered the alarm. 

OA-Multi-Alarms
Suppose that the patient situation is such that there are alarm conditions in more than one medical parameter. Consider the case of muting the alarm and deterioration in a second parameter. If the alarm is disabled, the user might miss the deterioration in the other parameter. 

Typically, the user responds to the first alarm by muting the system. Then, depending on the type of muting, when the second parameter reaches the alarm condition, the system may either generate another alarm signal, or remain silent.

Risk: Contiguous sound alarms disturb the users

If the system generates the second alarm while the users treat the patient, and if the users are already aware of the patient situation and the additional sound is redundant, then the additional sound alarm is disturbing. 

Risk: partial source identification
In multi-sensory alerting, the users may find part of the alerting sensors, but might miss others. 
To avoid such mishaps, the system should provide a continuous, salient, perceivable indication of each of the sensors that triggered the alarm. The indication about a particular sensor should carry on during the overview and during the detail view of any of the other sensors.
OA-Treat

While the users treat the patient, and the system might still be in an alarm condition. 
Risk: nuisance

Because the system is in an alarm condition, it generates alarm signal, which hamper the treatment. The users may need to reduce the nuisance by disabling the sound. 

OA-End-Emergency
When the patient situation is back to normal, the users may need to resume regular monitoring.
Risk: disabled alarms

In case of high-priority alarm from another patient, the users might forget or fail to reactivate the alarm of the current, low-priority patient. If the alarm was disabled by adjustment of the alarm limits, the users might forget to return the alarm limits back to their original values. 
To prevent such risks, the system should provide attentive indication of the disabled alarm.
COSM-Supervise
Suppose that following the treatment the patient still remains in an alarm condition. For example, this may be the case when the patient is treated with medication, and it takes some time before the patient parameters return to normal. Until the patient situation is improved, the system might continue to generate alarm signals. To avoid the nuisance, the user needs to disable the alarm until the patient situation is back to normal. 
Typical activities in the recovery supervision include:

1. OA-Reminder: the system reminds about the alarm and the patient

2. OA-Reminder-Timer: mute the system to enable quiet recovery supervision

3. OA-Extra-Alarm: alert on changes in the alarm conditions

4. OA-Recovery-Alarm-Limits: adjust the alarm limits temporarily

5. OA-End-Supervision: resume normal monitoring when no need for supervision.

OA-Reminder
Risk: forgetting to reactivate the alarm

If the users are busy doing other tasks, and the sound is disabled, they might not notice subsequent deterioration in the patient situation.

To avoid such mishaps, the sound control should be based on changes in the alarm conditions. 
Risk: The users might forget to re-examine the patient situation

During the patient supervision following the treatment, the users often need to visit the patient and check the improvement in the patient situation. If they are busy with other patients, they might forget to come over to the patient on time.
To avoid such mishaps, the system can notify the users about the need to visit the patient, in time intervals that the user set.
Risk: nuisance

If the reminder is by sound, it has negative effect similar to irrelevant alarms: it is disturbing, the users become used to it, and eventually, they ignore it. If they can, the users might disable the sound to avoid the nuisance. Later, they might not notice when the patient situation deteriorates.

Reminder signals introduce nuisance. Consider the following scenario: In an ICU, several patients are connected to alarm systems. At one point, one of the systems sounds. A nurse arrives at the patient, silences the alarm and treats the patient. After two minutes, a reminder alarm sounds. The nurse arrives at the patient, checks that everything is expected, and silences the reminder alarm. After two minutes, the reminder alarm sounds again. The nurse is busy treating another patient, and the reminder bothers her, but she knows it might be just a reminder, so she finishes treating the other patient before returning back to the first patient. 

The reminder signals introduce risks to both kinds of patients. The nurse might fail to notice deterioration in the situation of the first patient, and the nurse might provide poor treatment to the second patient, because s/he is concerned about the situation of the first patient. 

To exemplify the problem, assume that the setting for reminder signals is 2-3 minutes, and that it takes 20-40 minutes for the treatment to terminate the alarm condition. In this example, more than 90% of the alarms are nuisance.

To encourage the users to attend the reminder, the reminder should be visual rather than by sound.
To avoid the nuisance, two different types of reminders should be considered:

· If the alarm is disabled, then the users may need a reminder that the alarm is disabled

· If the patient needs manual supervision, a reminder signal may help the users remember to check the patient situation

When the sound is disabled, the system should remind the users about it. Typically, after muting the alarm, the system provides either a reminder light or reminder audio signals.  

OA-Reminder-Timer

Risk: skipping the timer setting

If the timer is too difficult to set, or the setting requires too much time and attention, the users might skip it.

To avoid mishaps due to indefinite muting, the system should prevent this option. To encourage the users to set the timer, the system should provide means for fast and easy time setting. 
OA-Extra-Alarm
During the patient recovery, the system may trace changes in the alarm condition and alerts only when the patient condition deteriorates.
Risk: missing alarms during the supervision 
Since the users do not the treat the patient any more, the users might not notice in case of deterioration of the patient situation during the recovery time.
To avoid such mishaps during the recovery time, the sound should be disabled only for the current alarm condition, and should be enabled for new alarm conditions.

Risk: Unnoticed deterioration in the patient’s situation

Because the sound is off, the users might not be aware of subsequent deterioration in the patient condition. 

To enable the user to perceive subsequent deterioration of the patient situation during, the system should support conditional muting. The system should track changes in the patient situation, and alert in case of new alarm conditions, either regarding the new alarm limit of the first parameter, or regarding a different parameter.

OA-End-Supervision

How does the user know that the patient situation is back to normal?
As soon as the alarm condition terminates, the system should resume normal monitoring, and should inform the users about the change in the patient state.. 
COSM-Detach

In routine monitoring, the users often need to detach the system temporarily from the patient, for treatments, for external examinations, for nursing, etc. The common detachment activity is:

a. Inactivate the alarms

b. Disconnect the sensors from the patient.

COSM-Release
When the patient recovers, the users may release the system, to enable monitoring other patients.

Risk: Forgetting to save the interaction log
The interaction log should be saved in a database, to enable improving the system by analysis of the history of interactions. During the release, the users might forget to save the interaction log.
To enforce saving the interaction log, the system may do it automatically.

COM-Improve

This section describes risks resulting from insufficient or ineffective learning from the experience of using the alarm system. The common operational routine of this section consists of the following operational activities:

1. OA-Risk-Control: continuous examination of the rate of irrelevant alarms

2. OA-Incident: capturing situations of almost accidents 

3. OA-Accident: learning from mishaps.
To learn from the experience we need to have the history of users’ interaction with the alarm system, in the context of the patient monitoring data. 

OA-Risk-Control

The responsible organization can trace the occurrence of known risks and use statistics to estimate the contribution of various sources to hazards, such as the rate of irrelevant alarms.
Risk: missing data for improving the patient safety

The responsible organization might not gather data about ongoing risks, and do not have information that can help improve the patient safety.

To help the responsible organization improve the safety, the standard can instruct to record all alarm situations, and to employ statistical analysis to learn which of the risks require further investigation.
OA-Incident

Incidents are potential accidents that have not been actuated yet. The responsible organization may capture incidents and analyze them, to learn how to prevent future accidents, of the same failure mode.  

Risk: concealed incidents

The responsible organization might not capture incidents, and therefore might not have any opportunity to investigate incidents.

To enforce learning from incidents, the standard may require that the responsible organization log the operation of the alarm system, identify incidents and investigate the events preceding the incidents.
Risk: Inconsistent enforcement

The management might disregard undisciplined behavior, when it comes to saving expenses. For example, the management might disregard fatigue, which occasionally results in not hearing the alarm, if the fatigue is the result of difficulties in shift scheduling. Rather than preventing the source, the management might respond according to the incidental results.

To enable learning from incidents, the management may declare and require that incidents should be regarded and treated with the same restraint as actual mishaps.
Risk: Omertà

In fear of the management response to informing about incidents, the people involved in the incidents often avoid reporting about it (Code of Silence, Decker, 2007).

To encourage the people to report about the incidents, the management may constitute rules for reporting about the incidents. The management may publish the rules and the history of learning from incidents so that the employees can trust the management.

OA-Accident

The responsible organization may learn from accident investigation how to prevent future accidents. However, people in the responsible organization in charge of the patient safety have other interests, which hamper the patient safety. In particular, the conflict of interests might hamper the procedure of learning from accidents. It is important to identify failure modes due to conflicts of interests, in order to enable counter-balancing them.
Risk: Biased focus of investigation

Often, in case of death or irreversible injury to the patient, members of the patient’s family look for explanation for their misfortune. Often, they push to punish somebody in the responsible organization, who enabled the mishap. 
Typically, the explanation to the misfortune includes organizational mishap enablers and incidental triggers. To prevent future accidents, the organization should identify and remove the accident enablers. In these situations, the safety officers find themselves threatened by the public pressure to punish them. Naturally, to avoid the pressure on them, instead of pointing at the accident enablers, the safety officers point at the incidental triggers (Decker, 2006). 
In typical accident investigation, the safety officers provide the data to the investigators, and recommends about the accountability. Typically, they accuse the helpless nurse for mal practice (Decker, 2007). However, executing the users who triggered the accident does not help preventing the next accident.

Bosk (1979) distinguished between technical errors and moral errors in surgery, and concludes that superordinates forgive technical errors and punish for moral errors. These conclusions may apply to other situations of medical errors, such as those described here.
The accident investigation may be most effective if the accident is investigated by a third party, and not by the safety officers. The investigation should be conducted based on predefined safety-oriented procedures. To enable comprehensive investigation and effective conclusions, the users’ accountability should be restricted to mishaps directly attributed to intentional neglect.  
Risk: Too protective alarm limits

Suppose that the patient’s situation deteriorated, and the measured parameter was near the alarm limit, but not in an alarm condition. If such instance has been ended up tragically, then the safety officer might be questioned about it. On the other hand, it is difficult to quantify the risks of false alarms. Typically, nobody asks any question about the alarm limit if it allows overwhelming alarm signals, resulting in the users disregarding them altogether. Therefore, it is the interest of the safety officers that the alarm limit is biased to absolutely avoid situations of missed alarms. 
To balance the interest of the safety officers, the rate of false alarms should be measured, and it should not exceed a predefined threshold.

Risk: Excessive instructions for use

To justify their decision to accuse the users, the organizations often rely on excessive instructions for use that are difficult to follow. If there are too many instructions for use, the users are liable to miss some of them. These instructions are useful in case of accident, because the organizational investigation can often reveal that at least one user did not follow at least one of the instructions, and then accuse the user for violating the safety rules.

To enforce identification of the accident enablers, the instructions of use should be minimized, to include only critical instructions that cannot be replaced by the system implementation.
